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Vehicle Electronics 
Tom Denton, Automobile Electrical and Electronic 
Systems, Edward Arnold, London, UK, 1995
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Automotive Electronics 
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Electrification -- EV
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EV: New Components
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High Power Density for Motor Drives
• POETS (NSF ERC – Power Optimization of Electro-Thermal Systems)
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High Power Density Motor Drives
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A Computer System – Computers and Network

• 2015 – flexautomotive.net
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Car:  A Complex System
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Car:  A Safety-Critical System
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Transcript of Morning Trial Proceedings had on the 11th day of  October, 2013 Before the 
Honorable Patricia G. Parrish, District Judge District Court of Oklahoma County, State of 
Oklahoma

Q: (Attorney) J. Cole Portis
A: (Witness) Dr. Philip Koopman (CMU)



Car:  A Safety Critical System
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Transcript of Afternoon Trial Proceedings had on the 14th day of  October, 
2013 Before the Honorable Patricia G. Parrish, District Judge District Court 
of Oklahoma County, State of Oklahoma

Q: (Attorney) Benjamin E. Bajer, Jr.
A: (Witness) Michael Barr (Barr Group)



System and System Safety
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Functional Safety - Standard 
• ISO 26262
• Road Vehicle Functional Safety

– Series production passenger cars up to 3500 kg
• Intended to be applied to safety-related 

systems
– Electrical and/or Electronic (E/E) systems

• Addresses hazards caused by malfunctioning 
behaviors of E/E safety systems and their 
interaction

– ASIL (Automotive Safety Integrity Levels) – Risk 
based classification of a safety goal: Severity of 
injuries, Exposure to safety hazards, and 
Controllability to prevent injuries

• Development of Software 
– Modeling and Coding guidelines
– Verification and Testing
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Standards of safety-critical application of computers

IEC 61508: Functional Safety of Electrical/ Electronic/Programmable 
Electronic Safety-related Systems
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NEC61508 SIL (safety Integrity level)
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Risks and Safety Standard Compliance
Hardware, Software, and Network
• H/W

– Defect
– Interconnection Failure
– Wear/Tear
– Rogue chips and H/W Trojan

• S/W
– Bugs
– Patch/Debug
– Firmware Update
– Hidden Bugs

• Network
– In-Vehicle Network Vulnerabilities
– Telematics and Wireless Vulnerabilities
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Vehicle EE Failures- UK Study (Yrs 1995-1997)
I. Knight, A. Eaton, and D. Whitehead, “The Reliability of Electronically Controlled 
Systems on Vehicles”, April 2001 ‐‐‐ includes also German and Sweden data
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EV Conversion Difficulties with H/W Failure
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Component Failure Rate Determination 
(MIL-HDBK-217)
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• Failure Rate Prediction Models for
– Microcircuits (Sec. 5)
– Discrete Semiconductors (Sec 6) – Diode, transistors, etc
– Resistors (Sec. 9)
– Capacitors (Sec. 10)
– Inductive Devices (Sec. 11)
– Rotating Devices – Motors (Sec. 12)
– Relays (Sec. 13)
– Switches (Sec. 14)
– Connectors (Sec. 15)
– And more !!!



Failure Rate Determination Example

• Example: CMOS Digital Gate Array
• Device: CMOS Digital Timing Chip (4046) for 

airborne inhabited cargo application
– 1000 transistors
– Case Temp 48 °C and 75mW power 

dissipation
– Normal manufacturing
– Electrical testing, seal testing, and external 

visual inspection
– B-level burn-in followed by electrical testing
– Complied to MIL-STD-883 screening method
– 24-pin DIP with a glass seal
– Has been manufactured for several years
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Failure Rate Determination Example 

• Solution
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761 non‐stop operational
Years between failures



Software Faults as seen in Recalls
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Causes of Recalls (no S/W faults separated)
2014 Stericycle ExpertSolutions –
Stericycle Recall Index Q1 2014  
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Software-Related Recalls – Medical Devices
Lisa Simone (Center for Devices and Radiological Health, FDA), “Software‐Related 
Recalls: An Analysis of Records”, Biomedical Instrumentation & Technology, 
November/December 2013, pp. 514‐ 522
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Data Sources: (1)FDA Medical & Radiation Emitting Device Recalls database (RES 
[Recall Enterprise Systems]) and (2) FDA weekly Enforcement Reports.



Why we have so many software-related problems
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Vehicle Complexity– Crammed Electronics
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Software - Curse of Flexibility
• Easy change of computer function by easy change of software –

flexible, quick and with low cost error introduction, complexity

• Success and Partial success
– S/W:

• Difficult to build one that works under all conditions
• Possible to build one that works 90% of the time

– Aircraft:
• Almost impossible to build a plane that flies 90% of the time
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And attitude toward Software
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And attitude toward Software
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Hidden Bugs in Trusted Software 
OpenSSL Project: (Secure Sockets Layer) + (Transport Layer Security)
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How errors were inserted
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Software Failure and Quantification
• “Fault-Burdened Software”: 

– A finished software product which may contain 
residual faults.

– “Residual Software Fault” :
• “Software Bug”
• Software silently fails to give an answer or, worse, silently 

gives a wrong answer

• Can software failure be quantified?
• Fault Density

– “Software fault density”: the number of faults per unit of program 
size: # of faults per lines of code

– Empirical study with previous software projects
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Fault Density  - Implication and Reality

• Finding: 

• Implication:
• A practical reality is that operational software developed using 

contemporary practices tends to exhibit a fault density of  2.2x10-3 faults 
per line

– A software program must somehow be inherently faulted !!! ????

• Reality:
– Many efforts and different methodologies could not lower the fault 

density of the above equation
– There is no known barrier that will prevent from creating fault-free 

software.
– But there is no proven methodology to create such fault-free software
– There is no scientific way to prove such software fault-free
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“Unintended Acceleration” Case
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Brief on the UA
• An electronic throttle control (ETC) system

– is a drive-by-wire system
– the accelerator pedal and the engine throttle are 

indirectly linked electronically, instead of directly 
linked mechanically. 
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Car:  A Safety-Critical system
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Transcript of Morning Trial Proceedings had on the 11th day of  October, 2013 Before the Honorable Patricia G. 
Parrish, District Judge District Court of Oklahoma County, State of Oklahoma

Q: (Attorney)J. Cole Portis
A: (Witness) Dr. Philip Koopman (CMU)



Safety Critical System Analysis

39



Safety Critical System Analysis
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Safety Critical System Analysis
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Safety Critical System Analysis
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Safety Critical System Analysis

• After all the lawsuits, witness deposition, 
reading the software code, and finally  
settlements and fines (and even put in a final 
exam):
– Could they reproduce the UA?
– So, where was the software fault?  
– After examining the software code (or a part of the 

code) in a heavily guarded secure place with eyes-
only terms have they found the exact code lines 
where mistakes were made? (are we serious that 
they could find any error in the environment and in 
that short period of time?) 
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Safety-Critical System – Vulnerabilities in Network
Hardware, Software, and Network
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CAN Bus Hacking

Charlie Miller & Chris Valasek (Uber ATC)
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CAN BUS Hacking
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CAN BUS Hacking
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CAN BUS Hacking

Firmware is a readily 
accessible memory chip 
that stores specialized 
software to control 
necessary functions. 
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Wireless Technology and Vulnerabilities 
• Firmware and Wireless Network
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Good side: 
Firmware and 
Wireless 
technologies in cars 
have enabled valuable 
features that have the 
potential to improve 
driver safety and 
vehicle performance. 

Bad Side: Concerns
about the ability of 
hackers to gain 
access and control to 
the essential functions 
and features through 
wireless connections 
and easily accessible 
firmware. 



Wireless Technology and Vulnerabilities 
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1. Recall 1.4 million cars to prevent 
hackers for gaining remote access 
of engines, steering and ….
2. Risks of increasing connectivity 
to physical devices…
3. A range of access invites a large 
“attack surface”

4. Patch/Update by USB sticks
5. Another example of a problem 
with an embedded system – calls 
for regulatory frameworks
6. Congressmen worry



Human Error
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The Numbers in a different angle

Operator Error OR 
Design Flaw?
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Human-Engineering Flaw in Instrumentation Panel
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Human Error vs. HMI Mismatch
HMI (Human Machine Interface) 
Mismatch due to Human-Engineering 
Negligence
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Let’s Remove Human Operators !!!
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Let’s Remove the Operator from the System
• NASA manned space program

Apollo 13

5659
“a successful failure”



Searching for Inherently Fail-Safe System

• Arresting Wires
• Fuses
• Traffic Light Control (Flashing Red 

after restored from power outage)
• Watch Dog Timer
• Dead Man’s Switch
• Lawn Mower Lever
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Toward a Safe System
• Can we make a computer-controlled system inherently fail-

safe?
• No. Why?

– Computer hardware and software separates sensors and operator 
inputs from actuator and operator outputs {drive-by-wire}

– There is no way to make error-free software

• So, what approach? Fail-Safe and Defense-in-Depth
– Modification of H/W and S/W in the Basic System so that it 

1. Can detect the presence of faults,
2. Reconfigures itself to a safe state, and
3. Employs single-failure proof Redundancy & Diversity

+ No single failure should prevent safety system actuation
+ No single failure should cause a spurious activation
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System Regulator Under the “Broken System” Assumption

• A toilet which appears trouble-free during 
the week, only to overflow on the weekend 
when the building is empty.
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System Regulator Under the “Broken System” Assumption

• How to design a toilet under the 
assumption that the gasket on the valve 
will eventually wear out?
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Toward a Fail-Operate System
• Fail-Safe System: 

– In the event of failure, a system will revert to a non-operating state 
that will not cause a mishap.

– A system must be able to detect faults or failures, and reconfigure
itself to the safe, non-operating state

• Fail-Operate System:
– In the event of failure, a system will reconfigure itself so that safe 

operation will continue without noticeable interruption
– A system must detect faults and failures, and reconfigure to the 

safe, normal operational state with unnoticeable interruption
• What’s the current trend in industry

– Mix of Fail-Safe and Fail-Operate approaches
– Fail-operate system is preferred but price of such a system is not preferred
– In cost, a fail-operate safety-critical system exceed x10 or x100 of a fail-

safe counterpart.
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Fail-Operate System Example:  Basic System
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Fail-Operate System Example:  Attacked and Compromized
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Fail-Operate System: Redundancy & Diversity
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Complexity and Invisible Interfaces
• Complex system 

– Huge number of components
– Large number of interfaces 
– Uncontrollable complexity 
– Human mind is unable to 

comprehend all the conditions of the 
interactions: Can a complex 
computer system?

• Decomposition is very difficult
– Software: no physical connections, 

parts, or units
– Invisible interfaces
– Discipline and training needed 

• Organizational Social Science View
– “Normal Accident” 
– “High Reliability Organizations” (HRO)
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“Normal Accident” vs HRO

Normal Accidents Theory High Reliability Theory 
(Organziation)



HRO

HRO has been successful 
in avoiding disasters 
despite being in a high risk 
field where accdients can 
be expected due to 
complexity – nuclear 
power plants, air traffic 
contril, and naval aircraft 
carriers.



Normal Accident

Normal Accident 
Theory:
“In a tightly 
coupled complex 
system, accident 
is inevitable”



Complex System and Failures – Cognitive Science View

Richard Cook, MD, “How Complex Systems Fails,” Cognitive technologies 
Laboratory, University of Chicago (1998, 1999, 2000)

• Complex systems (transportation, healthcare, and power 
generation) are inherently and unavoidably hazardous by 
the own nature

• Complex systems run in degraded mode (or as broken 
systems) [but undetected] – so catastrophe is always just 
around the corner.

• Catastrophe requires combination of multiple failures
• Post-accident remedies usually increases the coupling 

and complexity of the system – increases the potential 
number of latent failures and makes the detection of 
accident trajectories more difficult

• Change introduces new forms of failure – new technology 
creates opportunities for new, low frequency but high 
consequence failures.
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Challenges for a Safe System
• Vehicle computer systems get 

more complicated and complex
• Methods of safe computer 

control system is lagged behind 
the development of such systems

• Safety engineering does not 
include computers (software in 
particular)

• Software reliability (or safety) is not 
easy to adopt in to the existing 
reliability program

• Computer engineers (software) are 
not prepared to cope with safety 
problems

• Communication problems 
among system engineers, 
software engineers and 
operators

• And, Human Errors.
• Further, Human Engineering 

negligent systems that cause 
human errors.

• Human/Malware attackers 
through network intrusion 70



Conclusions
• Vehicle – a complex, safety-critical system
• Thousands of components, hundreds of thousand parts, and 

millions of  lines of software code
• They connect through vehicle networks
• Networks are more crowded
• Networks are accommodating more wireless technologies
• Wireless technologies invite attacks and malevolence
• Safety must be reassured
• Reality of

– Hardware degradation and failure
– Random Failure, Hardware Trojan, Rogue chips
– Software faults
– Complexity and tight coupling

• Pursuit of
– Failure/Intrusion detection
– Fail-Safe and Fail-Operate System
– Control/Management of complexity without simplification
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